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1. Operational Level of the sector, 
2. Underlying Network of the 
operational level, and 
3. Risks posed to the operation of 
that underlying network  
Banking and Finance: 
Fedwire: 
Supports US Financial Services 
Over $1 Trillion per day 













from Bank A’s 
Account Balance 
Federal Reserve 
Adds $100,000         
to Bank B’s 
Account Balance 
Fedwire Operations by the Federal Reserve Bank 




Bank A’s Account at 
Federal Reserve 
Bank B’s Account at 
Federal Reserve 
Message sent to 
Bank B that it 
received $100,000 









Fedwire Network:    
 Payment 
Coordination 
Fedwire Network Model: 
Nodes and Links 
Cluster of Three Banks 
Representation of Fedwire 
Network as Nodes and Links 
  Risks:              















Send: 200 Needs to Send: 200 
Normal Payment Coordination 
  Risks:              
Gridlock and Deadlock 













100 Balance: 100 
Needs to 
Send: 200 Needs to Send: 200 
Needs to 
Send: 200 
Solvable by Netting 
  Risks:              
Gridlock and Deadlock 













100 Balance: 100 
Needs to 
Send: 200 Needs to Send: 200 
Needs to 
Send: 200 
Not Solvable by Netting 
Identified: 
1. Operational Level 
•  Money Transfer, 
2. Underlying Network  
•  Fedwire Funds Transfer Network 
3. Risks 
•  Gridlock and Deadlock 
Network Perspective—
Critical Paths: 

















Intelligent agent identifies and addresses problems 
• Path-Based Gridlock Resolution 
• Automatic Local Liquidity Injection 
Implementation:  
Automated Cascading Cluster Settlement 
 (ACCS) System 
Nodes, Links, Clusters and Paths… 
  Addressing Gridlock: 
Path-Based Gridlock Resolution (PBGR) 
  Cluster 3  
Cluster 2  
Cluster 1 
  Addressing Deadlock: 













ALLIES solves deadlocked cluster by injecting 100 at Bank S 
Preventing Crises by: 
Old Way: Bank A must borrow 200 to pay Bank B 
     
Balance: 
0 




New Way: ACCS Instantly inject 100 at Bank A to allow netting 
Saving Time and Money 
Convergent Strategy  
  Development: 
www.asisonline.org/guidelines/guidelinesbc.pdf  
Embed Readiness, Prevention, Response and Recovery in to the 
Critical Infrastructure Sector 
Convergence of CIP and COOP 
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Thank You! 
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